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INTRODUCTION

3



4



ALGORITHMS AND ACRONYMS

• SHABAL / SHA256 / CURVE25519

• HASH / DIGEST

• PLOT FILES
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• NONCE

• SCOOP

• ACCOUNT ID

• DEADLINE

6



• BLOCK REWARD

• BASE TARGET

• NETWORK DIFFICULTY

• BLOCK HEIGHT
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• BLOCK GENERATOR

• GENERATION SIGNATURE

• BLOCK SIGNATURE

• REWARD ASSIGNMENT
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MINING PROCESS
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THROUGH
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BLOCK FORGING PROCESS

HANDLING DEADLINES

The wallet has now received the information submitted by the miner, and will now create the nonce to be able to find

and verify the deadline for itself. After this is done, the wallet will now check and see if an equal amount or more

seconds has passed as defined by the deadline. If not, the wallet will wait until it has. If a valid forged block from

another wallet is announced on the network before the deadline has passed, the wallet will discard the mining info

submitted since it is no longer valid. If the miner submits new information, the wallet will create that nonce and

check if the deadline value is lower than the previous value. If the new deadline is lower, the wallet will use that value

instead. When the deadline is valid, the wallet will now start to forge a block.
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FORGING

There are two limits for a block. First, a block can contain max. 255 transactions. The second is that a

block payload can have max. 44880bytes (43KiB). The wallet will start by getting all of the unconfirmed

transactions it has received from users or from the network. It will try to fit as many of these transactions

possible until it hits one of the limits, or until all transactions are processed. For each transaction the

wallet reads, it will do checks. For example, if the transaction has a valid signature, if it has a correct

timestamp, etc. The wallet will also sum up all of the added transactions amounts and fees. The block

itself will only contain the Transaction ID of each transaction and one Sha256 hash of all the

transactions included. Complete transactions are stored separately. Besides this, a block contains

many different sets of values.



BLOCK CONTENTS

Block version number.  The version number is basically telling the wallet what a block can contain and how it is 
contained. This number changes each time a block gets a new format.

List of Transaction ID
A List of all transaction IDs that are included in this block.

Payload Hash
This is the Sha256 hash of all the data in the payload of the block.

Timestamp
A timestamp that will describe when the block was forged; derived from the birth of the blockchain. Birth date: 
11 august 2014, Time: 02:00:00.

Total amount of coins
This is the sum of all transactions in the block.

Total amount of fees
This is the amount of fees that will be given to the block forger for generating this block.

The length of the payload
This is a number in bytes representing the length of the payload.
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Public Key

This is a public key for the account that forges the block.

Generation Signature

The 32byte generation signature that was used to forge the block.

Previous block hash

A Sha256 hash of the contents from the previous block.

Previous block ID

This is the first 8 bytes in the previous block hash converted to a number.

Cumulative Difficulty

Used to prevent Nothing at Stake problems during potential forks. Calculated: Previous Cumulative

Difficulty + (18446744073709551616 / base target).

Base Target

The base target used when forging this block.

Height

This block’s height value.
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Block ID

This is the first 8 bytes in block’s hash converted to a number.

Nonce

The nonce number used to forge this block.

AT

If an AT is added to this block, this is the payload bytes for that AT.

Block Signature

This is a 64byte hash generated with the forger’s private key and block contents. When this is done, it will 

be announced to the network. The wallet will connect to all peers and send the block over to them. The 

peer will receive the block and verify that all information is not spoofed.
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GENERATING A NONCE

The first step in creating a nonce is to make the first seed. The seed is a 16byte long value containing the

account id that we will be generating a nonce for and the nonce number. When this is done we start to

feed the Shabal256 function to get our first hash.

We have produced the first hash. This is the last hash in the nonce. Hash #8191. Now we take this

produced hash (#8191) and pre-append it to the starting seed. The result will now be our new seed for

the next round of shabal256 computation.
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We now have produced two hashes. Hash #8191 and Hash #8190. This time we pre-append Hash 8190 to 

the last seed we used. The result will now be a new seed to feed Shabal256.

Once again, we have created a new hash. This procedure of pre-appending resulting hashes to a new 

seed will continue for all 8192 hashes we create for a nonce. After iteration 128 we have reached more 

than 4096 bytes in the seed. For all remaining iterations we will only read the last 4096 generated bytes.
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Once we have created 8192 hashes we are now going to make a Final hash. This is done by using all 8192 

hashes and the first 16bytes as seed.

The final hash will now be used to xor all other hashes individually.
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We have now created our nonce and can store it in a plot file before we continue to the next nonce..

The final hash will now be used to xor all other hashes individually.
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PLOT STRUCTURE

When we are mining we read from one or more plot files. The miner software will open a plot file and seek 

the scoop locations to read the scoops data. If the plot file is unoptimized the scoop locations will be on 

more than one place. In the following example the miner will be seeking and reading scoop #403.

PRE-DEVELOPMENT

(This paper was written before actual devleopment, and another method was ultimately used. This is at 

least most of the math and explanation that was eventually made use of, and explanations therein. The 

ultimate design chosen follows all the mentioned rules and is superior to what is described here.)

A CRYPTOCURRENCY BASED ON PROOFS OF CAPACITY

(Sunoo Park, Krzysztof Pietrzak, Albert Kwon , Joel Alwen , Georg Fuchsbauer, Peter Gazi, with additions, 

clarification and formatting by Icash technical team post-development)
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We propose a decentralized cryptocurrency calledIcash, which is based on a blockchain ledger similar 

to hatof Bitcoin, but where the wasteful proofs of work are replaced by efficient proofs of capacity, 

recently introduced by Dziembowskiet al. Instead of requiring that a majority of the network’s computing 

power is controlled by honest miners (as in Bitcoin), our currency requires that honest miners dedicate 

more net disk capacity than a potential adversary.

In Icash, once a miner has dedicated and initialized some capacity, participating in the mining process is 

very cheap. A new block is added to the chain every fixed period of time, and in every period a miner 

just has to make a small number of lookups to the stored capacity to check if she “wins”, and thus can 

efficiently add the next block to the chain and get the mining reward. In this paper, we detail the 

construction of Icash, analyze its security and game-theoretic properties, and study its performance. Our 

prototype shows that it takes approximately 25 seconds to prove over a terabyte of capacity, and it 

takes a fraction of a second to verify the proof.
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I. INTRODUCTION
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A. BACKGROUND AND CHALLENGES
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MINING MULTIPLE CHAINS:
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CRYPTOCURRENCY FROM PROOFS-OF-CAPACITY:

ADDRESSING THE “NOTHING-AT-STAKE” PROBLEM:

EVALUATION OF ICASH AND PROOFS-OF-CAPACITY:

GAME THEORY OF ICASH:

II. RELATED WORK
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III. PROOFS OF CAPACITY
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IV. OVERVIEW OF ICASH

A. HIGH-LEVEL PROTOCOL DESCRIPTION
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IN BITCOIN

IN ICASH

32



33



34



35



36



VI. THE BLOCKCHAIN FORMAT

THE HASH SUB-BLOCK FI CONTAINS:

THE TRANSACTION SUB-BLOCK TI CONTAINS:

THE SIGNATURE SUB-BLOCK SI CONTAINS:
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A. SOLUTION TO THE GRINDING PROBLEM:
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B. TRANSACTIONS ICASH IS BASED ON A SECURE 12 SIGNATURE SCHEME
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out ~ : A list of beneficiaries and the amount they receive. Specifically, out ~ = (out1, . . . , outm) with 

outi =(pki, vi), where: 

pki is in the support of SigKeyGen and specifies a beneficiary, and – vi is the number of coins that pki is 

to be paid.

A list of input coins to the transaction. Specifically, in~ = (in1, . . . , inn), a list of n benefactors, each 

comprised of a triple: inj = (txIdj , kj , sigj ), where:

txIdj is the identifier of a past transaction 

kj is an index that specifies a particular beneficiary pkkj of the transaction txIdj

sigj is a signature of (txId, txIdj , kj , out ~ ), which verifies under key pkkj proving ownership of the the

beneficiary of transaction txId and binding the coin to the beneficiaries.
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No benefactor is referenced by more than one transaction in the blockchain (to prevent double-

spending).

The sum of the input values to the transaction (i.e. the sum of the amounts provided by each

benefactor) is at least the sum of the amounts paid to beneficiaries.

Note that some of the beneficiary identities may belong to the creator of the transaction, who may

thus transfer money back to himself as “change”: e.g. if the sum of the input values exceeds the total

payment amount he wants to transfer to other parties.



VII. INSTANTIATION (PLOTTING)
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Reward is a function such that Reward (i) specifies the amount of coins a miner gets for mining the

block.

Quality is function that takes as input a capacity commitment (pk, ?) for capacity of size N together

with a challenge/answer pair (c, a). If Verify (pk, ?, c, a) 6= 1 (i.e., it is not a valid POC proof transcript),

the Quality function outputs -8. Otherwise the output is (with DN as defined in Section V-B):

Quality (pk, ?, c, a) = DN (hash(a)) .

In order to decide which of two given proof chains is the “better” one, we also need to define the

quality of a proof chain f0, . . . , fi, which we’ll denote with QualityPC(f0, . . . , fi).

Each hash block fj contains a proof (pkj , ?j , cj , aj ), and we let vj = DNj (aj ) denote the quality of the

jth proof in the chain. For any quality v ? [0, 1], we denote with N(v) = min{N ? N : Pr[v ? w | w ? DN ] =

1/2} the capacity required to get a better proof than v on a random challenge with probability 1/2.

Note that N(vj ) will usually be around the total storage of all miners that were active when the block

was mined. With this definition, a natural measure for the quality of the chain would be simply the

sum17 Pi j=1 N(vj ).
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MINING:
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ENERGY:
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GAME THEORY OF ICASH
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A. GAME-THEORETIC PRELIMINARIES
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The information that players do not know about other players’ actions is modeled by the partitions I~ = 

(I1, . . . , IN ) in Definition X.1. Each Ii is a partition of H into disjoint information sets, and for each i ? [N] 

and any pair of histories h, h0 ? I in a particular information set I ? Ii, player i cannot tell the difference 

between game-play at h and at h0.

Example X.2 (“Match my number” game).

Consider a simple two-player game in two rounds: in the first round, player 1 chooses a number a ? {0,

1, 2}. In the second round, player 2 chooses a number b ? {0, 1, 2}. Player 2 wins if b = a, and player 1

wins otherwise. Clearly, player 2 can always win if he knows a.

However, we consider a game of imperfect information where player 2 must choose b without knowing

a: in particular, suppose player 2 only learns whether a = 0. Then, the histories (a = 1) and (a = 2) are in

the same information set in the partition A strategy of a player in an extensive game is defined by

specifying how the player decides his next move at any given history. In games of imperfect

information, the player may not know which history he is at, so we instead specify how the player

decides his next move at any information set.
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Moreover, we define ui(~a|h) to be the expected utility of player i given ~a and given that history h 

has already occurred. That is,ui(~a|h) = X h0?Z ui(h 0) · Pr ~a[h 0 |h].

Equilibrium notions. The most widely known equilibrium concept for a strategic game is the Nash 

equilibrium [23], given in Definition X.4. Intuitively, in a Nash equilibrium, each player’s strategy is a best 

response to the strategies of the other players.

Definition X.8 (Consistent assessment).

Let G = hN, H, f, I~, ~ui be an extensive game. A strategy profile ~a is said to be completely mixed if it 

assigns positive probability to every action at every information set.

An assessment (~a, ~µ) is consistent if there is a sequence

((~an, ~µn))n?N of assignments that converges to (~a, ~µ) in Euclidean capacity, where each ~a n is 

completely mixed and each belief system ~µ n is derived from ~an using Bayes’ rule.

Finally, we arrive at the definition of a sequentially rational Nash equilibrium.



B. GAME-THEORETIC ANALYSIS OF ICASH
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ICASH MINERS. 
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Kronecker delta function: di,j = 1 if i = j, and 0 otherwise.

27All histories in an information set must be of the same length.

We have shown that ui(~a) = ui(a0 i , ~a-i) for all strategies A 0 i of player i.
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PARAMETERS:
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THE “51% ATTACK”.
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COMMERCIAL ASPECTS

TRUSTLESS

73



OUR MISSION

OUR VISION

THE TEAM

THE FUTURE IS WHAT WE MAKE IT
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A DISRUPTIVE PURPOSE

CORE IMPROVEMENTS
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USABILITY

CCESSIBILITY

INFRASTRUCTURE

76



THE NEW ECONOMY IS HERE

WHAT ARE SMART CONTRACTS ?
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ICASH AUTOMATED TRANSACTIONS

HOW IT WORKS

PROOF-OF-CAPACITY, THE GREEN ALTERNATIVE?

PROOF-OF-WHAT?
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PROOF-OF-WORK

PROOF OF WORK

TERMINOLOGY
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NONCE:

MINER:

GENERALLY

A COLLECTIVE DIFFICULTY LEVEL IS SET

EACH MINER

80



PROOF-OF-STAKE

PROOF OF STAKE
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PROOF-OF-CAPACITY

PROOF OF CAPACITY
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HOW DOES IT WORK?
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WHY DOES POC MATTER?
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FUTURE VISION

THE COMERCIAL PROJECTION
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A)  BRAND SOCIAL FOOTPRINT:

B)  BRAND VALUE:

C)  PRODUCTIVITY IN BUSINESS WITH STRATEGIC ALLIES:
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BITSHOP APPLICATION

MINNUT
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CONCLUSION
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A. PROOF-OF-CAPACITY PARAMETERS
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